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(54) System and method for generating, color digital watermark* using conjugate halftone 
screens 



(57) The present invention Is directed to an im- 
proved method for producing color watermarks In Digit- 
ally reproducers cctor documents. The color water- 
marks are generated by producing a halftone pattern, 
which appears as stochastically distributed dots, In at 
least one or more color separations of the color docu- 
ment. A second halftone pattern, which also appears as 



stochastically distributed dots and is spatially displaced 
from the first halftone pattern, is generated in at ieast 
one or more different color separat'ons. Portions of The 
first and second halftone patterns are auto- correlated or 
conjugally correlated, therefore, when the two halftone 
patterns are laid over each other, watermark patterns of 
highly coniraitlng colors become markedly visible. 
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Description 

BACKGROUND OF THE INVENTION 
J 1 , Field of Invention 

[0001] This invention Is directed to a process for applying a color watermark to a digitally reproducible color imago 
lo enable the verification of the color image'3 authenticity. 

ic 2 Description of Related Art 

[0002] Watermarks have long been used in the printing Industry to identify the source or origin of a document. Gen- 
erally, a watermark appears as a faint pattern In an image, which is visible only when the original document is viewed 
in a particular manner. Umess a copyist had access to the watermarked paper, it would be difficult lor the copysl to 
»5 reproduce the document without revealing the document's ^authenticity. That is, without the paper on which the original 
image was originally printed, trie copy would be readily delectable. However, as people move away from tho use of 
watermarked papers for cost and other practical reasons, It «s still necessary to Identify the source or origin of a doc- 
ument image. 

[0003} The introduction of plain paper copies has resumed in a proliferation ul paper copies of paper originals. A 

20 similar result is happening to electronic Images, given the easy availability of digital scarmcis mid the quick and wide- 
spread access to images throughout the Internet, it is now very difficult lor Ihe creator of an image to generate an 
electronic original that the creator can be assured will net bo dtegalry copied and spread to third parties. A digital 
watermark aims to prevent that spread, by incomorattng an identifying marie within me Image that aDows the source 
ol xho image in an electronic copy to bo Identified. It is important that tho identifying mark not disturb or distract from 

S3 | he original content of the Image, while ai the same time allowing the source to bo easily icomrfied. 

[0004] Watermark Identification may be accompfehed by embedding a watermark in a digital or printed page thai 
wiii identify the owner ol righis lo the image In the pasi, these Images have been produced and delivered in hard copy. 
In the ftihira. these Images wiil be distributerf mainly in digital form Therefore, image ioenTification wilt have to work 
for both hard copy end digital image forms 

x [0005] Watermarking can lake two basic forms: visible or perceptible, and invisible or imperceptible. Visible water- 
mar« are marks, such ascopyriorii symbols or logos, lhai are tmpnntedinto the digital or printed image to redistributed. 
Tho presence of the watermark is made clearly visible in the Image in a way thai makes ft difficult to remove the 
watermark without damaging the image. The presence of the visible watermark does net harm the usefulness of the 
image. However, visible watermarks may interfere with the image aesthetics. The visible watermark is also a potential 

35 target for fraud, in that It Is poesble for a 'raudulent copier of the image to identity Iho location ol me watermark and 
attempt to reproduce the image without The watermark. 

[000B] invisible watermarks are marks, such as copyright symbols, togos, serial numbers, etc., thai are embedded 
into digital or printed images in a way which is not easily discernible to me unaided eye. At a later time, the informatlcn 
embedded in these watermarks can be derived Iromthe images to aid identification of the source of the image, including 
40 the owner and the individual to whom the image is sold. Such watermarks are useful for establishing ownership when 
ownership ol an snage is In dispute. Such waternwks are loss likely to be useful as a deterrent to the tneft of the image. 
[0007] While either or both visible or invisible watermarks are desirable in an image, they represent diltorent tech- 
niques for either preventing copying or detecting copying, it is anticipated that document producers may wish tc use 
both kinds ol piotociion. 

43 [0008] Previously, a number ol patents and pubBcaUons have disclosed watermarking or other digital information 
encoding inchmques lor use with documents. The parents and publications summarized beww are all incorporated 
herein by reference in their entireties. 

[0009] A method of embedding Information into halftones was suggested by Tuhro, 'Countarfefc Detection Method", 
Xerox Disclosure Journal Vol. 20, No. 0, November/December 1995. This method makes slight deviations in the po- 
se sttion ol the haillone dots from cell to cell. Alternatively, the position ol a line screen could be varied by small amounts 
to encode information. The decoding would be accomplished by laying a halftone screen that has no such deviations 
on top of the encoded Image. The localione of the halftono cell deviations ohow up as a beat pattern. The difficulty of 
this method is that the information could easily be lost within tho printer distortions. The goal would be to make the 
deviations as small as possible lo avoid their being seen. This results in the deviations being hard lo doted as well. 
55 [0010] A second method j& described In U .S. Patent 6. 706,099 to Curry. This method processes halftone dots, called 
serpentine dots, that are j^mmotric in shape. These dots are designed to fit wail together when rotated arid placed 
side by side. This enab es different rotations of Ihe dots to be placed across the page, encoding arbitrary inlormation 
Into tte halftone pattern. From a visual Inspection, the changing shapes of the symmetric patterns are not displeasing 
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to the cyp Thte m&tnod suffers from :he same problems as me method by Tuhro. In. order to ma*e sure that the 
information cannot be seen by the eye the halftone cells need to bo made as small as possible. As ceil size is reduced, 
it becomes harder to detect cell orientation 

[001 1] Yel another process for embedding information into an image is through the use of glyphs. As disdoaca n 

s U.S. PaiBnt 5.31 5.098 lo Tow, glyphs are small , three to five pixel length fines in which the orientation of the line 
represents one cf a smalt number cf values. Thus, a stream of oeta can be represented by giypbs : where each line 
varying in orientation in order to provide an encoded view of the information. Qypha differ from watermark* in that the 
glyphs encode information via some numerical method, white watermarks represent the actual image. The glyphs may 
be machine readable by means of human Invisible characteristics of the print materials, such as their bilrarcd reflectivity. 

to their high-rfisoiuiion spectral detail, their mctamerie spectral characteristics, their magnetization, or the like. These 
machine detectable materials may be Incorporated into Ine same printing process that is employed for priming the 
human-readable rendering, such as by utilizing xerographic toners which have machine-recognizable, human- Invisible 
characteristics, together with their usual visible characteristics of color, whiteness, blackness, transparency 3nd opacity. 
[0012) U.S. Patent 5,337,361 to Wang et al. describes an information area thai can overlay a graphic Image and 

rs include information encoded in an error correctable, machine- -aadable formal. This method allows recovery of the 
information desoite distortions flue to the underlying graphic image. The record may also represent the image by words 
similar in form 10 words In the image area. Both the image information and giaphic words can then be altered when 
an action regarding the rccom takes place. Wang et al. differs from the present invention in that It essentially provides 
a bar code encoding Information olhar than the image thai is desired to fce seen. 

so (0013) "Cloaking Devuxj lot Top-Secret Faxes". Electronic Imaging Rewiew, Center for Electronic Imaging Systems. 
University of Rochester. N Y., Foil, 1996, Vol 2, No 3. Page 4, details software which supports an encryption method 
ac thai ail inc page* look the same: a random pattern of black and white dots filled with tiny black worms. The page 
is decrypted by placing a decryption key over the page. Text appearsas either white lettering against a black background 
or dark lettering against * wnitc background. Notably, in tho imagos shown, the region whero tho image a located is 

& discernible via changes in Ihe random pattern of black and while dots. 

[0014] Several articles referencing a method of adding a digital watermark are noted with rospect to Digimarc Corp. 
•Digimarc Corp. Announces New Copyright Protection Technology: Irremovable Signatures Protect Creative Property 
in the Digital Age,' June 28, 1995, 3uameas Wire, describes a copyright protection r^ystem in which hidden fnformalinn 
is available with an image. See also, 'Dice and Okjimarc File for Patents for 'Scatter-Gun 1 Electronic*. Watermark Tech- 

30 noiogv," October 4. 1 995. Computergram Into matronal: "Holcgraphic signatures lor digital images; authentication, ver- 
ification and protection for copyright holders" {Dlojmarc Corp's copyright protection technology). August K, 1995. 
Seybold Report on Desktop Publishing, v9, n. 12, p. 23(2). 

f001 S] "NEC develops digital watermartdng technique protecting copyrights of images and music on Internet." Feb- 
ruary 12, 1996. -Business Wire, describes watermark information hidden In an image, using the spectral components 
as of the data in a manner analogous to spread spectrum communications. 

SUMMARY OF THE INVENTION 

[0016] Accordingly, the inventor has identified a need in the halftoning community for systems and methods for 
<6 providing substantially Invisible color watermarks <n digitally reproduced color documents. 

[00171 Various exemplary embodiments of the systems and methods according to this invention deal with a oasic 
probtcm in providing substantially invisible watermarks in a digitally reproducible color document, in particular, in various 
exemplary embodiments ol ths systems and methods according to this mventicn the contrast of the colors of the 
watermark is enhanced lo improve the watermark's delegability while reducing tho oetectabllity ol the watermark in 
the base image. 

[001 8] A stochastic screen can be used to produce an invisible watermark. A etocbasiic nalltone screen is a large 
threshold a/nay thai produces a halftone Image having an appearance with randomly disi/fruteU dots. To produce an 
invisible watermark for a stochastic screen, ol least one additional stochastic halftone screen is produced and used to 
incorporate watermark information ,nto the cocumenl. In tho various exemplary embodiments describee below, the 
so number cf stochastic halftone screens corresponds to the number of color separations forming the color document. 
However, the number ol stochastic halftone screens tnnl con be used is not limited to the number of color seperel ons, 
since tho oxlonston to more, or even loss, stochastic naBtono screens thun the number of color separations is straight- 
forward lor those ska led in the art. 

[0019] This invention Is directed to systems and methods that produce color watermarks In digitally reproducible 
color documents, in various exemplary embodiments of the systems and methods according to this invention, the color 
wAtermarks are generated by producing a halftone pattern, whlcn appears as stochastically distributed dots : in at tea*! 
one or more color separations of the color documenl. A soeond halftone partem, which appears also as siocnasucalty 
distributed aots. is generated in at least one or more color separations of Ihe color document. Portions of tho drsi and 
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[0026] Choosing an arbitrary pair of pixels from the dithering screen, we assume that the threshold v«Ukk for thoao 
two pixels should be T, » Tot,, y,) and T 2 * TY^, y 2 ), respoctrveK/. where (x,. y,) and (x 2 . y^). are the coonfinalcs of 
these pixels. As the result of dithering a constant Input G. the outputs B^Sfa. y t ) and B^Bfx^ yj have the following 
possible combinations: 

5 

B, » 1 and B 2 * 1 , if G > T t and G i T 2 ; 
B, « 0 and B-i « 0. UG-tT, andG<T 2 ; 

15 where 3" 1 represents a white spoi and B « 0 repr eeents a black spot tor printing. When one output pixel is black and 
another is white the distance between these two pixels is irrelevant to the visual appearance for the reasons outlined 
above. When both pixels are white, the visual appearance under the following case must be considered: 

If M/2>G.GaT 1r andGST a . 
so * 

[0027] inthiscase ; c<«hDutptJlpi«cton^ 

between (*i,yi) and («2. V?) * relevant to the visual appearance of tho halftone images According to tho analysis 
outlined above, this distance » groator or equal to ag- 1 '* 2 , or a(G/M)- L>2 , tor outputs of an Idealized stochastic screen. 
ps Among all G under this case, the critical case of G is the smallest one. or G c Max(T v T 2 \ which requires the largest 
distance between the two pixels (x t , y,) and (x 2 y 2 ). 

[0028] Similarly, wnen both dots appear as talack dots, the visual appearance under the following case must be 
considered: 

30 IIG2 rW2,G<T 1 andG<ty 

[00291 Among all G under *is case, the largest G Is given by G„ = Min (T V T 2 ), which requires Ihe largest distance 
a(1-G^M)- ,/a between ix, , y.,) and <x 2 , y 2 ). 
x [0030] . Mathematically, a mem function q(T 2 , Tg) can be used to evaluate the difference between tho ideafaed sto- 
chastic screen and the chosen one. For example, the foOowinc, choice Is used for Ihe experiment described later: 

q(T v r^exp^/d, 2 ). d) 

40 

where 

d 2 - (x,-x 2 ) 2 + (y, -y 2 } ? , 
d e 2 Wm * Min(T, , T s )t If T 2 > M/2 and T 1 > M2, 
„ d^-rVVMaxfT^Tg). BT 2 SfyV2andT t «NV2, 

d/ - 0. i.e., q - 0. 

54 elsewhere: and C is a constant. 

[0031} Since a dithering screen is used repeatedly for halftoning images larger than the screen, lor any chosen patr 
cl pixels from the dithering screen, Ihe closest spatial distance in cor responding halftone Images empanels on the 
Catherine method and should bo used lor the merit function. The overall merit function should include contributions of 
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all possible cornbinatfons. In An experiment, the summation of q(T v Tj.) was for optimization, I.e.: 

5 

where £ (or ail {x 1t y t ) * (x^. yj) 

[0032] The design of stochastic screens then becomes a typical optimi7ation problem. Whan the threshold values 
of a chosen screen tiro roarrangad, the merit (unction can be evaluated lo determine the directions and steps. Many 
existing optimization techniques car be applied tc this approach. The ernplest method is to randomly choose a pair 
10 of pixels and swap threshold values to see If the overall merit function Q is reduced. Since only those Q values related 
to the swapped pair need lo be recalculation, the evaluation of Q does not consume significant compulation time. AN 
initial threshold values were randomly chesen by a standard random number generator. 

[0033] Alternatively, the threshold assignments from an existing screen may be used. Bes tries the Gaussian Junction 
described by Fq. (1 ) as the merit function, other functions wore tested, such as the Butterworth fund ion and its Fourier 
Ti transform. Other optimization motions are possible. For each Iteration, a pair of pixels was randomly chosen from the 
dithering screen, their Ihreshold values swapped and the change of the merit function Q was calculated. II Q Is not 
i educed, the thread values are restored. Otherwise, the next iteration is performed The optimization process con- 
tinues until a satisfied distribution o! Ihreshold values <s achieved. 

[0034] The a&ove issues discussed regarding monochrome stochastic screens can be developed to produce an 
*° Invlsiole color wBiemnaik in a haiftoned color document in accordance with various exemplary embodiments of the 
stochastic halftone screen ng methods according lo Ihis invention. 

[0035] U S. Patent 5.790 703 lo Wang, refers lo digitally watermarking black and while documents using conjugate 
stochastic screens, and is incorporated herein by refeiance in its entirety. 

[0036J Two screens, T, {x. yl and T 2 (x, y), having the same size and the same shape, are conjugate : H lor all elements 
25 (x. y) the corresponding pair of UVeshcto values have the following relation'. 

T 1 (x > y) + T ? (x ) y)«M. (3) 

30 where M is the numoer of total possible levels. By the thresholding rule, which defines the binary status of the output 
B<x, y) tiasad on the relation between an input value C(x. y) and the threshold value T(x, y) provide*: 

B<x,y)- 1, ifG(x.y)2T(x,y); 

35 

B(x,y)»0. if G<x : y) < Tlx, y). 

it is interesting to notice that il the input *nage has a constant value, Q(x, y) - M/2, Ihe two binary outputs B,<x, y) and 

40 Bjfx, y), generated by fwc conjugated screens T^x. y) and T 2 (x. y) in Eq,.3. are exactly binary complement for all 
pixels In other words, any black pixel of B, has a corresponding white pixel of at the same pixel location <x, y) , and 
vice versa, if the input level G(x. y) * M/2, the b:nary complement relation between B, and Ba Is still true lor all white 
spots, at minorities In this case. If G{x. y) > Mf2, the binary complement relation belween B, and is true for all black 
spots. a : so as minorities in this case. 

45 [0037] From the previous discussion on stochastic screens. It is not difficult to see that the conjugate screen T^x. 
y). of a well designea stochastic screen T t (x. y), is also a well -designed stochastic screen, because lor every output 
level of T 2 there is a corresponding level of T v which is optimized during the screen design process. The principal 
difference is that it the level of T, IS With black minorities, the corresponding level of T 2 Is with while minorities, and 
similarly so for T 1 wnh white minorities. Consider the following two cases: 

50 [0O3S] In a first example, two Identical halftone images are generated using a stochastic screen T^x, y) anc printed 
on two transparencies, respectively. If the two transparencies are laid uvai each other and viewed In a shim-through 
mode, the overall appearance depend* on Ihe relative position between the two halftone images. The maximal, or the 
brightest, show-Lhrough can be obtained only with a perfect pIxeMo-pixei alignment of the two images without any 
lateral shift or rotation. It should be appreciated that This statement is an analogue of a iwo-diman6ionalauto<orrelaticn 

55 of the Halftone image. The maximal show-through ccrresponos lo the peak value of the auto-correlation, or in other 
words, tho positive pea it of the corratrtiion. 

[0039] In another example, two halftone images are generated by rwo conjugated stochastic screens, T t (x. y) and 
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T 2 fx, y) defined by Eq 3, respectively- The cross<»rre4atfon between the two baltionfl images, generated by two 
conjugated scre&n 6, behaves opposite to the auto-correlation described above such that after the two halftone images 
are laid over each ether and perfectly aligned, the overall appearance reaches the minimal, or the darkest., show- 
through. Mathematically, tnis corresponds to a negative peak of the cross-corr elation, or simply, the negative peak of 
S the correlation. 

[0040J These two examples can be relatively combined so that some portions of the second halftone image are 
generated by using the conjugate screen T 2 (x, y) While The remaining portion ol the second image are generated by 
the same stochastic screen T^x, y), as used to generate trie first halftone Imago. Laying a iransparency of the second 
Image over the first one, a strong contrast occurs between thebnghtest and the darkest show -through, which sets Ihe 

re pasls for the systems and methods for digital watarmartdng according to this invention. 

[00411 Practically, comb nlng the two portions ol tho second halftone image described above can bo rea i?ed by 
designing u new stochastic screen T 2 (x. y), which has the same shape and size as the first stochastic screen T,(x, y). 
A portion of the new stochastic screen J 2 «s made conjugate to the corresponding portion of the first stochastic screen 
T, while ether portion of the new stochastic screen T s is made identical to a portion of the first stochastic screen T 1f 

« By modifying the optimization condition for stochaAlic-sereen design as describee, for example, m the incorporated 
121 patent it is possible to make the boundary between the two portions of by the second screen visually seamioss. 
Tnerefoie, the halftone images generated by the new stochastic screen T 2 appoar just as good as halftone Images 
generated oy the first stochastic screen Although me watermark, defined by the shape of the portion for Ihe con- 
jugate relation, is visually imperceptible, the information is hidden, or incofpoialud into the halftone Images generated 

so by the stochastic screen in a manner accoriteiy lu the degree of correlation. 

[0042] The above procedure can be particularly applied to more llian one color separation such as. lor example, 
cyan anc magenta. By alternating ihe identical and conjugate relation for portions sepbratmg the watermark and the 
rest ot the stochastic screen for multiple color separations or combinations of color separations, the watermark will be 
markedly visible as highly contrasting colors between ihoconjugalcly correlated and nuto^corro-atcd portions. 

2S [0043] it wnl be further appreciated that the increased signal resulting from the difference between the conjugatoly 
correlated and auto-corrolalfld regions may be detected with Image processing techniques. In particular, it may be 
possible to scan and digitize a digital-watermarked color image and electronically superpose the conjugate color Image 
over the digilUeu coky image to detect the watermarked reg«on on the digitized color image. 
[Q044J In an alternate method to generate an authenticable document, the Information may abo bo irwomorared by 

so atlemaling between the two stochastic screens. T t (x, y) and T 2 i>. y) described above while halftoning the original 
document. Therefore, the halftoned document Is scif-roferencing anc no special visualization "key" page is required 
to view the authentication imago. Since portions generated by the two stochastic screens are side-by-sUe. self-refer- 
encing is Immune from scaling and ie robust to distortion Introduced during printing and/or copying processes when 
fro halftone document is generated or :ransferred. To achieve this alternate method, it is necessary to design the first 

35 and the second stochastic screens simultaneously. Diring the design process, in addition to the optimization require- 
ment for general stochastic screens, as described in the incorporated 121 patent to the cornbr-ned screen, corstraints 
described by Eqs (4) and (5) have to ba satisfied. 

[004 5 J Tho image processing systems and methods according to this invention may be readdy implemantee In soft- 
ware using objeei-orieniec software development envlronmenls that provide portable source code that cart be used 
40 on a variety of computer or workstation hardware platforms Alternatively, the Image processing systems and methods 
according to this invention may be implemented partially or fully in hardware using standard logic circuits or a VLSI 
design. Whether software or hardware Is used to implement me system Is dependent on lha speed and efficiency 
requirements of the system, the particular function, and the particular software or hardware systems and microproc- 
essor or microcomputer systems being utilized. The imago processing system, however, can be readily developed by 
those skiDed in the applcaolo arts wlthoui urdua eofpertmeniation from the functional description provided herein to- 
gether with a goneral knowledge of the computer arts. 

[0046) Fig- 1 shows a block diagram ot one exemplary general embodimenl oi a color imaging system according to 
this invention. As shown m Fig. 1 . an electron c representation ol an original document b obtained from an Image input 
terminal 110 In a format related to tho characteristics of the device and commonly with pixels defined at n bits per pixel. 

so The electronic image signals will be directed through sn image processing unit 1 20 to be processed so that an Image 
suitable for reproduction on on imagB output terminal 130 is obtained. The image processing unit 120 commonly in- 
cludes e halftone processor 200. which converts m-bn digital imago data signels to n-bit imago data signals suitable 
for driving a particular printer or other device, where m «nd n are integer values. Common!* Iho images may be 
represented In a page description language format, describing the appearance of the page. In such a case the image 

55 processing unit 120 may include a processing element lor decomposing of the page, wd color conversion elements 
for providing appropriate signals to drive a printer. 

[0047] Fig. 2 shows the operational characteristics of the halftone processor 2O0. In this example, a color process 
system is Illustrated using four color separations. The four color separations, C(x.y). M(x.y). Y{x,y). and K{*,y). are 
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obtained in each process inrtGpcndenriy for halftoning purposes to reduce an m-bit inpul to an n-Ni output. As depleted 
m Fig. 2. a source ol screen matrix information, a screen matrix memory 206, provides an Input to a number ot com- 
parators 210. 220. 230 and 240 lor each color separation. The other input to the comparators 2>i0, 220. 230 and 240 
is the m-bit color separation imago data. The output of eacn 210, 220. 230 and 240 Is an n-M output that can be 
3 dir acted to a printer or similar device to be rendered. This illustration is nighty simpiilied in that distinct screen matrices 
may be supplied to each comparator 21 0. 220, 230 anc 240. 

[0048] Figs 3 and 4 show two halftone salterns generated in r magenta color separalion. for example, by lirsi and 
second stochastic screens, respectively, produced by the stochastic screening process described below. These pat- 
terns represent a single color level. The screens are Assigned so that the patterns these screens generated are high 
io frequency patterns that have very little power in low spatial Irequencics. The design procedure takes irilo account 
wraparounds at The cell borders so that theie are no edge effects when the patterns are replicstad by subsequent 
halftone ce'te across the page, as it will be with the repeat ol each ceH. 

[0049] A portion of the second stochastic screen shown in Fig. 4 Is Identical to the corresponding portion in the first 
screen shown m Fig 3, while the other portion of the second scteen is the conjugate of the corresponding portion of 
»5 ine tint screen. If thethreshotd values or two screens, are represented by T,(x, y) and T 2 (x. y). rcspeciwoly. the Identical 
relation and the conjugate reiation between the two stochastic screens are described a*: 

T J (x 1 y)-T,(x.y) 1 W 

so 

and 

Tjix.y^M-T.Ot.y), (5) 

PS 

where M is the number of total possible Image value levels. 

[OQ50J Without close examtwiion, the second halftone pattern will look very much like the first pattern. When the 
pattern oi Fig. 3 is placed on top of Fig. 4 with careful alignment, the encoded information will reveal flsetf on a mac 
roscopic (c g . halftone coU eizo) ievol. The Information is encoded in the correlation relationship botwoon the two 

30 patterns, macroscopJcaUy repealed and oorose broad areas, and not in tha fine details or microscopic patterns. 

[0051] F«gs 6 and 6 illustrate two hatftcne screens, A and A*, on the left portion ol the figures 3rd corresponding 
halftone output patterns, with a constant input level G-128, on the righl portion of the figures. The halftone patterns 
we generated in a magenta coior separation, for example, according to the stochastic method nascrtoed above. The 
two halftono screens A and A' shown in Fgs. 5 and 6 are conjugales of one another, where each number represents 

35 u threshola value. 

[0052] Fig. 7 illustrates lie resulting partem lormed If the halftone output of screen A. shown m the right portion ol 
Fig. 5. is laid over usetf. Fig. 8 Illustrates the resulting pattern formed if the two halftono outputs of screen A and A 
shown in the righl portion ol Figs. 6 and 6, resaectivary, are lala over each other. The pattern shown in Fig. 7 Is Identlcai 
to the partem of the right portion of Fig. 5, because the peak-value of an auto-correlation occurs with a zero-shift. 

40 However, the lesult ot the conjugate correlation between the two binary patterns on the right portion of Figs. 5 and 6 
reveals a negative-peak correlation. The resulting pattern, simtlarto applying an "OR* operation to these two overlaid 
binary patterns, would be completely color saturated, as Indicated by the image shown in Fig. 8. If a cotor input value 
G greater than 128 were applied to the two halftone screens A and A' tn Figs. 5 and S. the reeuB obtained by the 
superposltioning of the two halftone outputs would not be completely color saturated Rather, the resull would be the 

45 darkest among all possible combinations of the two halftono patterns both representing the color Input va!ue G. Obvi- 
ously, it would be completely color saturated for a color Input value of G less than 128. 

[0053J Fig. 0 illustrates twe halftone screens and tho overlay of two halftone outputs by the two screens, respectively, 
for example, in a magenta color separation. The upper portion of the second halftone screen is a conjugate ot the 
upper portion ot the hrsl hAlftcne screen. In contrast the lower portion of the second halftone screen is identical to the 
30 fewer portion of the first halftone scrcon. The resulting conjugate and auio-correiation between the halftone outputs, 
shown on the right, becomes apparent. More importantly, because the upper portions contain conjugate elements and 
the lower portions contain identical eiomenia. the visual contrast of the output n aigniricsntty altered relative lo mese 
areas. Specifically, the lower portions win be strongty posrtively correlated, while the upper portion* will be strongly 
negatively correlated. 

55 [0054] Rg. 1 0. similarly to rig. 7, illustrates two halftone screens and the overlay ol two halftone outputs by the two 
screens, respectively, for example, In a cyan color separation. The upper and iower portions ot the overlay on tho tigtr. 
Side of Fig. 1 0 arc rcvorocd from tho natttono pattern shown in Fig. 9 Tha lower portion ol the second halftone screen 
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Is a conjugate of the lower portion of the first halftone screen In contrast, the upper portion of the ancond halftone 
screen is Identical to the upper portion of the first halftone screen. 

[0055] Fig. 11 illustrates the strongly contrasted color Image formed when the two halftone patterns on the right side 
of Figs. 9 and 10 , in their respective color separations, arc directly laid over each other. The resulting image reveals 
s tha strongest color contrast between the cyan and magenta color separations between the portions forming the con- 
jugate^ correlated portion and the auto-correlated portion. The enhanced color contrast can be used to represent 
visual patterns, shapes or outlines to form the color watermark. 

[0056) Fig. 12 Illustrates two enlarged stochastic halftone screens containing two subcells in each halftone screen, 
each subceli containing a digitized X logo, in each of the halftone screens the bcttom subcefls 1202 and 1204 have 

to regions that are conjugate to conespondlng regions of the top subcells 1201 and 1202. Particularly, the conjugate 
regions are defined between the boundary lormed 5y the Inner and outer portions of the digitized X logo. ~ne screen 
elements in the area 1230 in the lop subceli 1201 of the first halftone screen, corresponding to the outer portions of 
the digitized X logo, are identical to the screen elements In the area 1240 in the bottom s jbcell 1202 of the first halftone 
screen, corresponding to the outer region of the digitized X lego. That Is, areas 1230 and 1240 are identical, However, 

» the screen elements In the area 1210 in the top subceli I20t of the first halftone screen, corresponding to the inner 
region ot the digitized X logo, arc conjugate to the screen elements in the area '220 in the bottom subceli 1202 of the 
first halftone semen, corresponding to the inner region of The digitized X iogo. 

[0057] it can be appreciated thai at least one portion of the bottom subceli is conjugate to at least one portion of the 
top subceli. The top and bottom subcells 1201 and 1202 of the first halftone screen can be generated in a first color 

£0 separation, such as, for example, magenta. 

[0058] In the second stochastic halftone screen, the top subceli 1203 in the second halftone screen Is Identical to 
the top subceli 1 201 In the first halftone screen. However, unlike the conjugate relationship defined for the first halftone 
screen lor the inner regions 1250 and 1280 between the top and bottom subcells 1203 and 1204, respectively, the 
screen elements in the region 1250 in the top subceli 1203 In the second halftone screen, corresponding to tfwj inner 

» portion of the digitized X logo, are Identical to the screen eJemenuj in the region 1260 of the bottom subceli 1 204 in 
the second hetltone screen, con esponoing tothe inner portion of the digitized X logo. Conversely, the screen elements 
in the region 1270 in the top subceli 1203 In the second halftone screen, corresponding to the outer portion of the 
digitized X logo, are conjugate to the screen elements In the region 1280 in the bottom subceli 1204 In the second 
halftone screen; corresponding to the ouler pemon of the digitized X logo. 

so [0059] 11 can be appreciated that at least one portion of the bottom subceli 19 conjugate to at least one portion of (he 
top subceli. The top and bottom subcells 1203 and 1 204 of the second halftone screen can be generated in a second 
color separation, such as , for example, cyan. 

(0060) it can be understood from the above discussion thai the first and second halftone screens contain at least 
two portions with the same size, the same shape and the same location. These common portions can be are designed 

35 as the desired watermark, for example, the X iogo, as the subcells 1210 and 1220, 1250 and 1260. 

[0081] Since the two screens are both based on the same stochastic screen optimization, the patterns generated 
by the two screens look approximately identical when viewed together in a single knage However, when the image is 
shifted relative to Itself, such as, for example, by the mechanical action of printing an Image containing the first and 
second screens of Rg. 12, for example, on a transparency and carefully shifting the image a distance ot one subceli 

*o to another image printed on an image recording medium, the auto •correlation and conjugate correlat ton in the different 
color separations between the Images becomes markedly apparent. 

[0062] It can be appreciated that though Fig. 12 Illustrates a conjugate relationship in a domain corresponding to the 
inner and outer portions of the digitized X logo, one of ord nary skiU can readily apply this process to include conjugate 
relationships wilh more than two portions of a desired watermark. That is, a screen may apportion the subceli containing 

43 the watermark into three or more regions thai am alternately conjugately correlated, as desired. Thus, each color 
separation screen can contain al least three subcells thai provide alternating conjugate and auto-correlated relation- 
ships between portions of the watermark within each of the subcells, and between pontons of the waiermark within 
each ol the other. Therefore, as each sooen, generated in a different color separation, is appropriately overlaic and 
shifted accordingly, the contrasting separation colors can be readily visible between the alternately conjugated portions 

«0 of the watermark. 

[0053] Further, conjugate and euto-corrclaled portions of the stochastic halftone screens can be generated in non- 
adjacent regions of the halftone screens. One of general skill In the applicable arts can read3y place the conjugate and 
identical portions In non-edjaconi portions of the haJfloned color imago, and appropriately shift one or more of the 
stochastic halftone screens, to produce the same effect as superimposing the halftone screens directly above each 
M other. 

[0064] 11 wiD he further appreciated that although described with respect to the mechanical comparison technique 
described above, the Increased signal resulting from the difference between the auto-correlated and conjugately cor- 
related regions may be detected with Image processing techniques. In particular. It may be possible to scan and digitize 
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a digifBl-waternwknd imago and electronically superpose Ihe conjugate image over the dlgfrbed image to detect the 
watermarked region on the digitized color image. 

[0065] In an alternate method tc generate an autherticable document the tolonriation may also be incorporated by 
altemallng between the two halftone cells while halftoning ihe original document Therefore, the halftoned document 

5 is self-referencing, and no spool ai visualization "key" page is requited for viewing tne authentication Image. Since por- 
tions generated by the two stochastic calk are side-by-side, self-referencing »s immune from scaling and ts robust to 
distortion introduces during printing and/or copying processes when the halftone document is general ed or transferred. 
[0066] Further methods and systems for detecting embedded watermarks horn halftone images are detailed in U. 
. S. Patent Application Serial No. 09/060 : 469 tiled April 16, 1 &98 and is, incorporated herein by reference in its entirety. 

10 [0067] The use of stochastic halftone screens in mors than one color separation permits multi-color watermarks wilh 
markedly strongcolor contrast along the revive boundaries ot the conjugate and ncn -conjugate boundaries. Therefore, 
color watermarks generated using the lystems and methods according to this invention are highly visible and readily 
distinguishable from the color image in the color document. 

15 

Claims 

1. A process for generating an Buthenticetable color document, the color document comprising a plurality ot color 
separators, wherein an authentication image ts inserted into the color document and is not readily visually per 

£0 ceptible In the color documetU, Hie process inducing: 

halftoning image data corresponding to at (east a firs! color separation using a first stochastic halftone screen, 
wherein: 

x the first stochastic halftone screen has a plurality of cells, each cell having at least one first region and at 

least one second region, wherein each cell is spatially offset from a neighboring celi by at least a firs! 
distance, wherein. 

the at least one first region of at least a first cell of the first stochastic halftone screen Is substantially 
identical to tne a: least one first region of at least a second cell of the first stochastic halftone screen, and 
x ihe at teasl one second region of at least the first cell of the first stochastic halftone screen is substantially 

conjugate to the at least one second region of at least a second ceil of the first stochastic halftone screen; 
halftoning Image data corresponding to at least a second color separation using a second stochastic 
halftone semen, wherein: 

the second halftone screen has a plurality of colls, each cell having a: least one first region and at 
least one second region, wherem each cell is spatially offset from a neighboring cell by at least Ihe 
first distance, wherein, 

ihe at least one first region of at least a f irstcell of Ihe second stochastc halftone screen is substanlially 
conjugate to the at least one f irst region of at least a second ceD of the second stochastic halftone 
screen, and 

the at feast one second region of at least the first cell of the second stochastic halftone screen is 
substantially identical to the at least one second region of at least the second ceD ot the second 
halftone screen; and 

combining the halftoned Image data of el leasl the Urst and 6econd color separation images to form 
a multicolor frnage . 

wherein, when &l least a lirst cony of the multicolor image is spatially offset from at least a second copy of 
Iho multicolor image by at least the first distance, at east a first cell of each of the at least first and second ccpy 
of the multicolor images align with at least h second cell of the at least first and second ccpy of the multicolor 
so images, and the contrast of the identical and conjugate regions become visible to form the authentication image. 

2. The process of claim 1 . wherein the at bast first and second copies of tho multicolor Images are digital images 
and whoram placing the at least first and second copies of the multicolor images in a superimposed relationship 
comprises digitally processing the at least first and second copies of the muBcolor images. 

55 

3. The process of claim 2, wherein digitally processing the at least first hi*1 second copies of the mufcicotor images 
Includes shifting el least a portion of the at least first copy of the multicolor image relative to the at ieast second 
copy of the multicolor image. 
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4. The process of c'aim 3 wherein digitaPy processing the At least first and second copies of the mutlicftVv images 
further includes logically combining al least tne shifted portion ol the copies of the multicolor fcnages to detect die 
degree of correlation In the shifted portion. 

5 s. The process of ciaim * , wherein: 

both the at least first and second copies of the multicolor images are rendered on substrates and at leasl one 
of the at least first and second copies ol the multicolor images Is rendered on a substantially transparent 
substrate; and 

to placing the al least first and second copies of the multicolor Images in a superimposed relationship ccmp'lses 

piecing the transparent substrate over the other substrate in an aligned relationship. 

0. The process ol claim 1 , wherein generating an authenticated e further comprises: 

;s apptying a respective screen to an input image to produce a halftoned output image; 

rendering the natttoned output image in a human viewable form; and 

scanning the rendered Image to produce a respective user image as a digitized representation of the rendered 
image. 

no 7. The process as deactibcci in claim 1 , wherein the first and second copies of Ihe multicolor images are digital images 
and wherein the step of placing the first and second copies of ihe multicolor images in a superimposed relations hp 
Is accomplished by e logical comb .nation of the first and second copies of the multicolor Images 

8. A method for aulhertticaiing a color document. Ino color docuincnt comprising a plurality of color separations, 
2S including a color digital watermark, including 

concurrently designing a first stochastic screen in at least one or more of the color separations and a second 
stocrmslic screen in at least a one or more ol the cobr separations simultaneously in accordance with an 
optimization metric, said designing step further including the constraint that a corresponding authentication 

30 region ol both screens be comprised of values which are substantially conjugate of one another; 

rendering an image using at least one of the first stochastic screens and a: least one of the second stochastic 
screens to produce a lirsl image, wherein the Image is rendered by alternating between the at leest two sto- 
chastic screens so as to produce a self-retefenc»ng watermark; 
reproducing at least a portion ol me image to produce a second image; and 

25 delecting the ajtheniicaiion region by superposing a representation of the firsl imago and a representation of 

ihe second Image in an offset relationship so as to optimize the contrast of the colors of the authent cation 
region r esulting from the conjugate relationship between the first stochastic screen and tho second stochastic 
screen. 

*o 9. The method ol claim 8, wherein the step of detecting the authentication region further comprises scanning the 
rendered image to produce * digitized representation ol the first tonage and storing the digitized representation of 
the first image; and 

wherein the step of reproducing at least a portion of the Image to produce a second image comprises copying 
a portion of the stored digitized representation of the first image and storing the copied portion hs tho lepresentation 
*5 ct the second image. 
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